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Providing A 21st Century Technology Program 
So what is the most important goal for your school district?   

 

It is going to be difficult to achieve these goals if the security of your 
organization breaks down and exposes data to hackers, the public and 
news media. 
The Next Step towards a More Secure Organization 
How can I make my school district more secure? That's the one 
million-dollar question! You've done a good job providing physical 
security, anti-bullying and creating safe environments. But, what about 
protecting students and employees from cyber-attacks. Stealing data and 
identities is the next great challenge for school administrators! 
 

Martin Yarborough & Associates can help 
Working with State offices of Education, Martin Yarborough and 
Associates has developed a methodology, based upon industry standards, 
for implementing a Cyber security Framework for public schools. We may 
never be able to fully protect school districts from cyber attacks, but what 
we can do is provide a mechanism that affords school administration the 
opportunity to perform their due diligence in protecting students and 
employees. Over the past 10 
years, Martin Yarborough and 
Associates has refined our 
assessment programs to 
develop an AS-IS/TO-BE view of 
various practices within an 
organization's governance. We 
can employ the same 
methodology in the 
development of a cyber security Framework to refine security practices 
for schools.. 

Working with your district, we can facilitate the development of a 
comprehensive to help overcome the vulnerabilities of a cyber attack. 

 

Maybe you’re looking to 
benefit from the technologies 
that improve overall student 

achievement.

Perhaps you’re considering 
Cloud Computing to manage 
digital content and optimize 

Learning Management 
Systems.

You may want to improve 
access and integration of 
your Student Information 

System.

Your needs might be to 
optimize the return-on-
investment for existing 

resources and free up those 
funds to use elsewhere.

MY&A’s IT Security Assessment is 
designed to deliver a transformational 
plan that identifies tactical and 
strategic initiatives, sequenced 
logically by implementation difficulty 
and organizational impact and 
designed to provide assurances on the 
security and safety of student and 
staff data and practices. 

Technology will affect every aspect of 
our curriculum … 

• Technology access policies should 
aim for one-to-one computer 
access; 

• Technology access policies should 
ensure that speedy internet 
connections are available; 

• States, districts, and schools 
should favor technology designed 
to promote high levels of 
interactivity and engagement and 
make data available in multiple 
forms; 

• Curriculum and instruction plans 
should enable students to use 
technology to create content as 
well as learn material; and 

• Policymakers and educators 
should plan for “blended” 
learning environments, 
characterized by significant levels 
of teacher support and 
opportunities for interactions 
among students, as companions 
to technology use. 

--Stanford University School of 
Education 

Improving Student 
Achievement 

 
But if we can’t secure the 

systems, what will that say 
about student achievement? 



 P a g e  | 3 

Key Objectives of MY&A’s Cybersecurity Framework 
1. Introduce your employees to the concept of cyber security. 
2. Develop a standards based review of current practices. 
3. Identify potential vulnerabilities throughout your school 

district. 
4. Create a data-driven baseline future mode for security 

practices. 
5. Demonstrate the value of formal project planning to address 

potential vulnerabilities. 

Our engagement utilizes: 
• On-site facilitation.  We combine both on-site work as well 

as virtual work as needed to complete the engagement. 
• Skilled solution architects. MY&A’s consultants have 

extensive experience in educational technology and 
administration combined with innovative analytical tools to 
get results.  

• Intellectual property. We use expertise from past 
engagements for rapid insight into what is driving 
unnecessary risk within your organization.  

• Action-oriented plans. Approaches that are designed to 
deliver specific, predictable, and measurable outcomes. 

• Hi-impact, fixed-school projects. Designed to deliver quick 
Return-On-Investment and measurable results. 

• Electronic tools. Designed to quickly gather needed data to 
drive decisions. 

Realize the Benefits 
• Match your technical and operating requirements. Our 

consultants identify risk and propose solutions to reduce the 
effort and the stress of change. 

• Continuous improvements. Our consultants develop 
recommendations and the appropriate sequencing on how 
to improve security, vulnerability, and risk of your security 
environment.  

• Identify next steps. Our methodology deliverables, based on 
best practices, include specific findings and 
recommendations to reduce risk and maintenance spend.  

• MY&A provides integrated service solutions to meet your 
institution’s goals. 

  

Growth of Malware 

In Q3 of 2016, 18,000,000 new 
malware samples were captured. 

-Panda Labs 

Ransomware on the Rise 

More than 4,000 ransomware attacks 
have occurred every day since the 
beginning of 2016. 

--CCIPS 

Ransomware and Phishing Work 
Together 

The amount of phishing emails 
containing a form of ransomware 
grew to 97.25% during Q3 2016, up 
from 92% in Q1 2016. 

--PhishMe 2016 Malware Review 

Phishing and Overconfident Users 

78% of people claim to be aware of 
the risks of unknown links in email … 
And yet they click anyway. 

--Fredrick-Alexander University 

Making Changes after an Attack 

52% of organizations that suffered 
successful cyber-attacks in 2016 aren’t 
making any changes to their security 
in 2017. 

--Barkley 

Budgeting After an Attack 

Of organizations who suffered an attack in 
2016, 45% expect budget to stay the same 
and 7% expect budget to decrease. 

--Barkley 

Things You Need To Know 

Not a Pretty Picture 
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Martin Yarborough and Associates Cybersecurity Framework 
Methodology Summary … 
 
  “You’ve seen the headlines and heard 

the accounts about staggering data 
breaches and the personal 
information of millions being out 
there, somewhere in the cyber 
universe. 

The mass cyber tampering and thefts 
have even touched some K-12 
schools, which have been attacked 
from outside intruders or students 
surfing for trouble online. 

That’s why Missouri Auditor Nicole 
Galloway on Wednesday announced 
the start of her cybersecurity audit 
initiative in the state’s schools. 

Experts say it’s difficult to know 
exactly how frequently school systems 
experience data compromises 
because it could happen without 
anyone knowing. 

But according to the nonprofit Privacy 
Rights Clearinghouse, what is known 
is that in the past 10 years, more than 
250 K-12 schools across the United 
States have experienced a data 
breach. In some cases — including 
instances this year in North Carolina, 
Texas, Florida and California — 
hackers gained access to information 
for thousands of students, faculty and 
staff.” 

--Kansas City Star 

Look what is happening in 
Missouri This Year 

Texas will follow!! 
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Deliverables 
 Documented Risk Management process 
 Project Management Framework 
 Current Security Profile documentation 
 Future (target) Security Profile 
 Gap analysis and Needs Assessment 
 Project Proposals on each identified gap 
 Security Assessment report of “TO_BE” 

recommendations. 
 Internal Vulnerabilities Scan Detail 

Report 
 External Vulnerabilities Scan Detail 

Report 
 Network Layer 2/3 Diagram and detail 
 Layer 2/3 Detail Excel Report 
 Network Security Risk Review 
 Network Security Management Plan 
 Outbound security report 
 Security policy assessment report 
 Share permission report 
 User permission report 
 User behavior analysis report 
 Login History report by computer 
 Login failures report by computer 
 Optional:  Penetration testing results 

and mitigation plan

 

We are up-front with our pricing.  We never charge 
for travel or the costs of producing the 
deliverables.   

We are also on the DIR contract. 

Development of Cybersecurity 
Framework 

All of the deliverables stated in this document.  
This process does not include any penetration 
testing and is the backbone of the assessment 
report. 

$20,000.00 

Optional Services: 

Internal Penetration Testing 

This optional component provides for a “deep dive” into 
your network by one of our ethical hackers to attempt to 
exploit identified vulnerabilities.  We test up to 32 IP 
numbers.   

$5,000.00 

External Penetration Testing 

Our ethical hackers attempt to gain access to your 
environment from the outside.  We recommend web 
sites as they are the most vulnerable.  We test up to 32 
IP numbers.  This is optional. 

$5,000.00 

Web Site Penetration Testing 

This optional offering allows our ethical hackers an 
opportunity to attempt to exploit your public facing 
website to gain entry into your network.  We test one 
web site. 

$5,000.00 

Wireless Network Penetration 

We attempt to enter your network through your 
wireless infrastructure. 

$5,000.00 

Pricing (4-week engagement). 

Contact Information 

 Martin Yarborough and Associates 

 (817) 408-5725 

 info@martinyarborough.com 

 http://www.martinyarborough.com 
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